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Goalball UK Disaster Recovery Plan

1
Introduction

Organisations have always faced the risk of being affected by a ‘disaster’ – fire, flood, accident damage and other risks – which could disrupt their operations. This list has been added to in recent years in different ways - terrorist attacks in London have starkly highlighted the effect of a large scale transport infrastructure failure, but there are also less visible, but no less damaging, risks – the most common is of a computer virus entering our IT systems via deliberate or accidental transmission.

The aim of this disaster recovery plan for Goalball UK is to ensure directors, managers and staff know what to do, and what to expect, in the event of a disaster occurring. It is maybe the most obvious example of risk management.

There are clearly many types of ‘disaster’ and to produce a detailed plan for every one is both impractical and unnecessary. The solution is to concentrate on the impact rather than the cause, ie if we cannot access Head Office Sheffield for a week for any reason we have to decide how quickly we need (or don’t need) to set up operations elsewhere. This is the key question as there is a balance to be struck - the speed and cost of recovering from a disaster depends on three factors;

· Time – it takes more planning and cost to be prepared to set up a duplicate operation in 24 to 48 hours after a disaster rather than to be operational in one or two weeks, 

· Business critical services – it costs more to duplicate all services so it helps to distinguish between business critical services and non critical services, as business critical services must be attended to first. Business critical means the services the business must have, and without which the business cannot survive.

· Location – do all staff need access to all centralised services in one place in the short term? The answer is almost certainly no, so we won’t need to accommodate all the Sheffield staff in the immediate recovery period, ie the first week.

2
Facts and assumptions

The starting point is to state and agree the facts and assumptions made where necessary, concentrating on our business needs, and therefore what measures we need to put in place to minimise the knock on effects (if a disaster occurs) down to an acceptable level – reducing the risk to zero would involve huge cost and is not a realistic option.

2.1 Facts

· 1 full time member of staff is based in London and 2 full time in Sheffield. 
· The majority of our funding is from grants so our cash flow is not reliant on producing sales invoices and collecting the cash from customers on a regular basis. 
· Payments to staff and suppliers are dealt with by outsourced accountants in a different part of the country.

2.2
Assumptions 

The business would be able to function without the Sheffield office for up to 2 weeks. Although the situation would not be ideal we are not reliant on weekly sales or invoicing processes to produce our income so for the business to survive. The cash held in our bank account covers one month’s expenditure if no new cash comes in, so it would not be business critical if we were not able to produce sales invoices or pay supplier invoices for one month.

The impact of the head office (English Institute of Sport Sheffield, Coleridge Road, Sheffield, S9 5DA ) in Sheffield closing In this respect we already have an advantage as we operate in a fairly decentralised manner with the majority of staff capable of working from home on a short-term basis.
The most business critical service is IT – even if the Sheffield office was out of bounds, our IT set up would allow us to communicate with each other and with others, who we work closely with, either as funders or other official bodies, suppliers or other partners in projects.

3
Potential disaster scenarios

Three scenarios are considered here. They are the most likely scenarios and the solutions will apply to a number of other potential scenarios.

3.1 Access 

Scenario: Sheffield office is inaccessible for a short period – due to problems specific to the building or wider accessibility problems in Sheffield. This where staff are unable to physically access the building due to an incident such as a terrorist attack disrupting the transport infrastructure. 
3.1.1
Risk factor

· There is a low inherent risk due to the location of the office on the outskirts of Sheffield.

3.1.2
Issues/impact

· How to contact Sheffield based staff and how to keep them informed.

· Where to house Sheffield based staff until office is accessible.

· Ability to use IT from servers based in Sheffield.
· Reliance on hard copy documents held in Sheffield
· Financial – ability to receive funds and to make payments.

3.1.3 Actions
· Post information message on the Goalball UK website to inform people of the situation. 

· Make contact with all Goalball UK staff to inform them of the situation and what the impact of the incident is.

· Contact partners and providers to send post to alternative address until further notice.
· Ask Sheffield members of staff to work from home or alternative location using www.goalballuk.com server email address. 

· Any immediate payments required can be processed online or physically at a bank by other members of staff.
3.1.4
Other considerations

· It is questionable how viable it would be to plan using alternative accommodation in Sheffield in the event of an incident affecting parts or the whole of Sheffield, ie if EIS Sheffield cannot be used, it may well apply to alternative locations. 

3.2 Fire, Flood or similar event

Scenario: This is where damage is specific to the buildings and staff cannot use the facilities due to physical damage to the buildings and/or the facilities in the buildings.

3.2.1 Risk factors

· Fire alarms at Sheffield are tested every week and practice evacuations of the building are carried out at random.

· We have insurance cover to mitigate the cost of such disruption.

· Our Sheffield office is no less or more at risk from fire or other physical damage than any other office building in Sheffield.

3.2.2 Issues/impact

· Medium to long term disruption of operations ie more than a week or two. Would require requiring physical relocation of staff in alternative facilities for a prolonged period, 

· All of the points in 3.1.2 above.

3.1.3 Actions

· Post information message on the Goalball UK website to inform people of the situation. 

· Make contact with all Goalball UK staff to inform them of the situation and what the impact of the incident is.

· Ask Sheffield members of staff to work from home or alternative location using www.goalballuk.com server email address if fire / flood has caused server damage. 

· Any immediate payments required can be processed online or physically at a bank by other members of staff.

3.3
IT systems
Scenario: This is where staff have access to Sheffield office but cannot use company IT systems / server due to a computer virus or similar problems which affect hardware and/or software.

3.3.1
Issues/impact

· Ability to communicate within Goalball UK and carry out day to day communication operations.
· Corruption of data.

· Loss of important business documents.
· Financial – ability to receive funds and to make payments.

3.3.2
Risk factors

· IT systems have industry standard anti virus software to identify and quarantine known viruses.

· The main risk is a new and unknown virus which the anti virus software cannot identify nor quarantine.

· A virus can be contracted by staff loading personal software onto company PCs, especially laptops. 

· Server is backed up daily to a fire, flood & bomb proof external server.
· All data on Microsoft Outlook (main email user) is accessible offline even if server is down.

· Development staff use dropbox.com for day to day processes as well as the saving documents on the server which can be accessed via the internet anywhere. 
· We also have a separate server at www.goalballuk.com which can be sued to send communications by staff in the Sheffield server is down. 

3.3.3 Actions

· Post information message on the Goalball UK website to inform people of the situation. 

· Make contact with all Goalball UK staff to inform them of the situation and what the impact of the incident is.

· Ask Sheffield members of staff to work from the www.goalballuk.com server in the short term.

· Any immediate payments required can be processed online or physically at a bank by other members of staff.
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